
he privacy of patient health care information is
an important issue. Inappropriate use of pri-
vate, patient-identifiable information has re-
sulted in significant federal legislation attempt-

ing to address this growing concern. The major federal
statute in this area is the Health Insurance Portability
and Accountability Act (HIPAA), passed in 1996.1 The
statute required that federal privacy legislation be
enacted by Congress by August 21, 1999, with the
default—in the event of congressional inaction—being
the Secretary of the Department of Health and
Human Services (DHHS) issuing proposed privacy
rules. Congress did miss its own deadline, and thus
DHHS issued proposed regulations for privacy in 1999;
final regulations were issued late in 2000. For large
health plans, the deadline for full implementation of
these regulations is February 26, 2003; small health
plans (but not other small businesses) have a full
36 months to comply with them. Since these regula-
tions cover virtually every health care provider and vir-
tually all health care information, physicians and other
providers must be cognizant of their provisions to
avoid the significant penalties associated with the rules.

HIPAA PROVISIONS
Coverage

HIPAA covers all identifiable patient health care
information in any form—oral, written, or electronic
—maintained or transmitted by a wide array of “cov-
ered entities,”2 including providers, health care clear-
inghouses, contractors, subcontractors, and health
plans.3 These entities must (1) designate a privacy
official or contact person to address complaints and
provide privacy information; (2) develop employee
privacy training programs; (3) implement “appropri-
ate” administrative, technical, and physical safeguards
against unauthorized access and mistaken misuse;
(4) create a mechanism of complaint for the entity’s
privacy practices; and (5) develop employee sanctions
for violations of the rule and covered entity’s privacy
policies.4

In addition, business associates of all of these enti-
ties are subject to the HIPAA privacy regulations,
including those who provide legal, actuarial, account-
ing, consulting, management, accreditation, data ag-
gregation, and financial services, as is any other entity
that receives protected health information from or per-
forms a function or activity on behalf of the covered
entity.5 Contracts between the parties must limit busi-
ness associate use and disclosure of patient informa-
tion to parties specified and must require particular
security, inspection, and reporting mechanisms by the
business associates as well as subcontractors used by the
business associates. Internal records must be made
available to the Secretary of the DHHS, and all protect-
ed information must be returned or destroyed at the
end of the contract period, if practical.6 The health
care entity may be held responsible for rule violations
of its business associates if it has knowledge of them.7

Patients have the right to inspect their health care
information, copy and amend it, authorize (or forbid)
its use, and receive formal accounting of how their
information is used.8 When patients request access,
copying, inspection, and amendments of their med-
ical records, covered entities have time limits to re-
spond to these requests.9 Infrastructural component
barriers (eg, firewalls, electronic buffers) must be used
to block unauthorized access to medical data in elec-
tronic format.10

Case Presentation

An internal medicine resident at a community hos-
pital sees a 66-year-old woman with stage IV large cell
lymphoma who has been admitted for chemotherapy
and management of her chronic pain. 

HIPAA issue. In accordance with HIPAA regulations,
the physician must obtain written HIPAA consent from
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the patient for access to her medical records for treat-
ment, payment, and other standard health care func-
tions (eg, insurance eligibility determination) if he or
the hospital has not done so already.

Consent, Authorization, and Exceptions

Definitions. Written patient HIPAA consent for use
of identifiable patient information is required for rou-
tine treatment, payment, and health care operations11;
all other uses generally require specific and detailed
written HIPAA authorization. Both consent and autho-
rization can be revoked at any time.12 Patient treatment
cannot be predicated on whether the patient consents
to the disclosure unless he or she refuses to allow infor-
mation disclosure for treatment or enrollment deter-
minations at the time of enrollment. Authorizations
also cannot be predicated on patient agreement and
must be voluntary and specific as to the information to
be disclosed.13

There are, however, exceptions to the patient con-
sent and authorization requirements.14 Exceptions to
consent include situations in which a serious threat to
health or safety must be averted, circumstances in
which treatment is legally required, and situations in
which there are substantial barriers to communicating
with the patient (eg, mental incompetence).15

Exceptions to authorization requirements include
use for health oversight activities, public health activi-
ties, and research. Additionally, law enforcement, legal
proceedings, marketing, public safety and welfare cir-
cumstances, and listing in facility patient directories
require no or limited patient approval.16

It is important to note, however, that the use and
disclosure of patient information must be performed
under the restrictions and requirements of the HIPAA
rules. Indeed, an entity cannot use or disclose infor-
mation in any other forum, even if legal as defined by
the rule, if patient approval is given only for limited
use or the covered entity has agreed to a particular
limitation.17

Continuation of case. Once the physician has ob-
tained or verified that the patient has provided HIPAA
consent, he may begin reviewing her medical records to
plan her treatment regimen. The physician writes the
relevant orders for chemotherapy and pain medica-
tions for the patient’s inpatient stay. A day after writing
the order, he visits the case patient during rounds.
When he arrives at her room, he notes that the as-
signed nurse is about to administer an antibiotic agent
through the patient’s intravenous line. The physician
prevents this action and then discusses with the nurse
the conflict between his order and the material to be

infused. The nurse rechecks the order sheet in the
chart, which does have the correct drug indicated.
However, the nursing medication notes have incorrectly
indicated that the patient is to receive the antibiotic
intravenously (the drug appears intended for the pa-
tient’s roommate). The physician realizes that this is a
“near miss” error and thus may be indicative of impor-
tant systems issues. He desires to assess all patients in
the facility who might be or have been subject to med-
ication errors because of a conflict between nursing
and chart medication orders.

HIPAA issue. If the physician wishes to assess med-
ical records of all patients who required medication
and may have been subject to a medication error, he is
subject to the HIPAA medical privacy provisions. He
will not be able to access these patient records under
standard consent, because such safety activities and
research do not fall within the consent provisions. He
also will not be able to access patient records on the
basis of any HIPAA consent exceptions. His efforts do
not fall within specified marketing, lawsuit, law en-
forcement, or other uses noted in the regulations.

The physician may be able to access patient records
under patient authorization. However, the extensive
requirements to be fulfilled (ie, detailed descriptions
of the exact information desired, the requisite legal
form of the request, the exact use of the information,
the specific person or persons who will have access to
the information), as well as other stipulations, will be
difficult for him to meet and for patients to under-
stand. Furthermore, because the physician is attempt-
ing to engage in qualitative patient safety work, it will
be difficult to determine before reviewing the records
what kinds of medications were taken and what charac-
teristics about the patient (eg, his or her hospital stay,
social situation, previous hospital stays, previous hospi-
tal diagnoses, other potentially useful systems factors)
may need to be assessed, as well as the kinds of cultural
issues that may contribute to potential medication
errors at the facility.

Continuation of case. The physician notes that he
cannot perform the safety analyses he desires under
HIPAA consent, under consent exceptions, or, practi-
cally speaking, under HIPAA authorization. He thus at-
tempts to obtain permission to analyze potential med-
ication errors he has noted under the authorization
exception of research. 

HIPAA issue. The physician requests that the hospi-
tal’s institutional review board (IRB) review his pro-
posed project. However, the IRB indicates that it does
not currently have guidance to determine how to
ensure medical privacy of patient records under the
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current HIPAA regulations, because no guidance is
provided. Furthermore, the IRB notes that a privacy
board might be a more suitable body to determine the
acceptability of the physician’s proposed project.
However, because the hospital does not yet have a pri-
vacy board and does not know how it should appropri-
ately function and because the HIPAA regulations do
not provide guidance in this area either, the IRB indi-
cates that it may not be able to approve the physician’s
project.

Continuation of case. After consulting the IRB, the
physician assesses secondary sources on the HIPAA
medical privacy rules and notes that he may be able to
perform his safety project under the research safe har-
bor of deidentification. He proposes to the IRB that he
will deidentify records and then review conflicts be-
tween chart orders and nursing medication notes. 

HIPAA issue. The IRB indicates that because the
facility is a small community hospital, it must be very
concerned about the potential for identification of the
patient from its records. The board notes that, for
example, because there are not many patients with
stage IV large cell lymphoma in the community, the
case patient’s identity would be clear on the basis of
diagnosis if the physician were to access her records.
Furthermore, other inpatients who may have been sub-
ject to an actual medication error may be known be-
cause of the error itself or may be identified by their
diagnoses. The IRB thus decides to reject the physi-
cian’s efforts to obtain this information.

“Minimum Necessary” Standard

Health care providers should also note that when
disclosure and use of medical information is allowed
with or without patient authorization, the covered
entity must have policies and procedures in place that
generally limit disclosure to the “minimum necessary”
information, with limited exception for treatment-
related disclosures to providers by covered entities.
This standard requires that only the information nec-
essary to accomplish the purpose for which the infor-
mation is used or disclosed be released, taking into
consideration practical and technologic considera-
tions and costs.18

Penalties

To ensure a strong incentive to err on the side of too
little disclosure of information rather than too much,
violation of the HIPAA rules imposes civil monetary
penalties up to $25,000 for each standard violation as
well as criminal penalties of imprisonment of up to
10 years and a fine of up to $250,000.19 Criminal sanc-

tions and civil penalties can be levied for the same viola-
tion.20 The federal law represents a floor of protection
for medical privacy; stricter state laws are not preempt-
ed.21 Many other federal statutes may interact with these
privacy provisions.22 Thus, providers who are deemed to
violate HIPAA provisions may also be penalized under
other state and federal laws.

PROBLEMS FOR PATIENT SAFETY

Although patient privacy is an important goal, many
of the provisions under HIPAA may have a negative
impact on quality efforts, particularly patient safety
activities. Because of the extensive costs associated with
compliance and the relatively voluntary status of
patient safety activities, the medical privacy provisions
may force providers into an uncomfortable position of
fulfilling compliance-based rules under HIPAA to the
exclusion of quality efforts in reducing medical errors
and promoting patient safety.23

Indeed, the very entities that must investigate and
implement safety and safety advances are those in the
community setting, both nonurban and rural environ-
ments. The Health Care Financing Administration
(now the Centers for Medicare and Medicaid Services)
reports that between 80%24 and 85%25 of all health
care entities shouldering the costs for the privacy rule
are small businesses, which represent more than
560,000 organizations in the United States. Small busi-
ness providers include community and rural health
plans, hospitals, nursing facilities, physicians, pharma-
cies, laboratories, durable medical equipment suppli-
ers, billing companies, companies that sell health care
software, and others.

Consequently, the percentage of community pro-
viders on the health delivery front lines that are small
businesses is high: approximately 90% to 97% of all
physician offices and clinics and 50% of all hospitals fall
within this category. Furthermore, the fraction of nonur-
ban community providers that are small businesses and
do not have extramural funding to offset at least some of
the costs for safety work are even higher. These pro-
viders are significantly vulnerable to any increases in
costs because they have traditionally suffered negative
operating margins, compared with their urban and aca-
demic counterparts.26 Additionally, these small business
health care providers, although they represent the vast
majority of entities covered by the rule, only receive “but
a small portion of the revenue stream . . . 30.2% of the
total [healthcare revenues].”7 Therefore, not only does
the privacy rule affect the vast majority of health care
providers, it may disproportionately impose the costs of
compliance on these community providers relative to
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their health care income and receipts. This reality may
force these providers into making an uncomfortable
choice between privacy and safety. Providers must there-
fore carefully assess the effects of short- and long-term
allocation of resources and focus on determining how
to make difficult decisions regarding patient safety and
privacy.

CONCLUSION

Patient information privacy is an important con-
cern, and federal legislation has been adopted in an
effort to ensure it. All providers will be affected by this
rule, and adherence to its provisions is necessary to
avoid the significant legal penalties associated with vio-
lations. Although privacy is important, in their current
iteration, the medical privacy provisions may impede
significant patient safety work and progress. Providers
should carefully consider how to fulfill both of these
important goals so that they can best serve the interests
of their patients. 

UPDATE

Recently, the federal government has proposed lim-
iting the HIPAA consent provisions. As of July 2002,
these provisions have not yet been finalized. HP
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